NudopmanuonHas 6e30aCHOCTH AJ1s1 Beex!

C KaXabIM roJIoM MOJIOJIEKH B UHTEPHETE CTAHOBUTCS OOJIBbIIIE, a IMKOJIbHUKH OJIHU
U3 CaMbIX AaKTHUBHBIX TMOJb30Barened Pynera. Mexay TeMm, MOMHUMO OTIPOMHOTO
KOJIM4YECTBa BO3MOXKHOCTEH, MHTEPHET HECET U MpoOJeMbl. DTa MaMsITKa JI0JKHA TOMOYb
Tebe 6e30MacHO HaXOIUThCS B CETH.

KoMmnboTepHblii BHPYC — 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTpamM,
OTJIMYUTENBHOU OCOOCHHOCTBIO KOTOPOM SIBIISIETCA CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomonHeHme K 3TOMY, BUPYCHI MOTYT TOBPEIWTH WIIA TIOJTHOCTHIO YHUUYTOXKHUTH BCE
Gaiiibl U 1aHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO OblLiia 3ammyIieHa
3apakeHHas MPOrpaMMa, a TaKXKe TMOBPEAUTh WU JaKE YHUUYTOXKUTH OINEPAIOHHYIO
cUCTeMy cO BceMHu (paiimamMu B 1enoM. B GoONbpIIMHCTBE CilydaeB pacrpOCTPaHSIOTCS
BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEOHOCHBIX IPOTrPamMM:

1. Wcnonp3yil COBpEMEHHbIE ONEPALMOHHBIE CHUCTEMBbI, UMEIOIINE CEPbE3HBbIN YypOBEHb
3aIUTHI OT BPEJOHOCHBIX MPOTPaAMM.

2. IlocTostHHO ycTaHaBinMBail mauytu (UUQPPOBHIE 3aIUIaTKH, KOTOpPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C IIEJbI0 JOPAOOTKM MPOTrpaMMbl) M JApyrue OOHOBJICHHUS CBOEH
onepanuoHHOM cuctembl. CkaunBail UX TOJIBKO ¢ OQUIIMATIBLHOTO caiiTa pa3padoTunKa
OC. Ecnu cyniecTByeT peKuM aBTOMATUYECKOTO OOHOBIIEHUS, BKIKOUH €TO.

3. Paboraii Ha cBOEM KOMIIBIOTEpE MOJ] MpaBaMU TOJB30BaTElNsd, @ HE aJIMUHUCTPATOPA.
DT0 HE MO3BOJUT OOJBITUHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAJUTMPOBATHCS HA TBOEM
MEPCOHATBHOM KOMIBIOTEPE.

4. Vicnonmb3yl aHTHBHPYCHBIC MPOTPAMMHBIE TMPOIYKTHI M3BECTHBIX MPOU3BOIUTENCH, C

ABTOMAaTUYECKUM OOHOBJICHHEM 0a3.

Orpannyp pU3MUECKHii JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHMX JIUII.

Hcnons3yil BHENTHUE HOCUTENU UHPOPMALIMK, TaKHE KakK (premka, JUCK Wian ¢aiin u3

MHTEPHETA, TOJIHKO U3 TIPOBEPEHHBIX HCTOYHUKOB.

7. He otkpbiBali KOMIBIOTEpHBIE (Daliibl, MOJYyUYECHHbIE W3 HEHAJC)KHBIX HCTOYHHUKOB.
Haxe T1e ainpl, KOTOpble mMpUCTal TBOW 3HAKOMBIM. Jlydiie yTouHH y HETO,
OTIPABIISI JI OH TeOe UX.

Wi-Fi — 910 He BHA mIepegauyd AaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OPEHI,
Mmapka. Eme B 1991 rogy nuaepnanjckas kommanus 3apeructpuponana openg « WECAy,
yro oOo3Hauano cioBocoueranne «Wireless Fidelity», koTopwelii mepeBoauTCsS Kak
«OecTpoBO/IHASI TOUHOCTH.

Jlo Hamero BpeMeHHU Aouuia apyras a0O0peBwarypa, KOTopas SBISETCS TaKOU XKe
TexHoyorueit. Oto abOpeuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JAaHO C HAMEKOM Ha
CTaHIapT BBICIICH 3BYKOBOM TexHuku Hi-Fi, yTo B mepeBoge o3Ha4aeT «BBICOKAs
TOYHOCTH». Jla, OecruIaTHBI WHTEPHET-AOCTYN B Kade, OTeNsIX W adporopTax SIBISETCS
OTJIMYHON BO3MOXKHOCTBHIO BBIXOJAa B WHTepHET. Ho MHOTHE SKCHepThl CUMTAIOT, UYTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS 6€30TaCHBIMH.

CoBeTbl 110 0€30MacHOCTH PaOOTHI B 00IIEOCTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nuuHyr uH(popmaruio uepe3 odOmenoctymusle Wi-Fi cern.
PaboTas B HUX, *KenaTenbHO HE BBOAUTH MApOJIH IOCTYTa, JOTUHBI U KaKKe-TO HoMepa.

2. Ucnonw3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTpaMMbI U OpaHaMayep. TeM cambiM Thl
oOe3onacHilb cedst OT 3aKayKu BUpYyca Ha TBOE YCTPOMCTBO.
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3. llpn ucnonb3oBanuu Wi-Fi oTtkmoun ¢ysknuio «OOmmit goctyn k Qaitnam u
npuHTepam». JlaHHas (QyHKIMS 3aKphiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCI0JIb30BaHUs B paboTe min yueoe.

4. He ucnons3ydt nyOnmuunsid WI-FI nis mepenaum NTUYHBIX JaHHBIX, HApUMmep AJis
BBIX0/Ia B COLIMAIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY.

5. Hcnonw3yit Ttonpko 3ammineHHoe coeauHenue depe3 HTTPS, a me HTTP, 1.e. pu
HaOope BeO-aapeca BBOAM UMEHHO https://.

6. B wmoOwieHOM Tenedone orkmoun  GyHkmmoo  «llogkmouenne k- Wi-Fi
aBTomMathueckn». He nomyckail aBTOMaTH4eCKOTO MOJAKIKOYEHHSI YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

CoruanbHble CETH aKTUBHO BXOJAT B HANIy >KW3Hb, MHOTHE JIIOAW Pa0OTaOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWLIHAPA YEJIOBEK, YTO
SBJISIETCS OJJHOM CEAbMOW BCEX JKUTEJEH ITUIaHEThl. MHOTHE MOJIb30BATENN HE TOHUMAIOT,
yTO0 HMH(OpMaIUs, pa3MeIleHHas WMHU B COLMAIBHBIX CETAX, MOXKET OBITh HaiijieHa U
HCIIOJIb30BaHA KEM YTOJIHO, B TOM YHUCJI€ HE 00s513aTEIbHO C OJaruMu HaMEepPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MIACHOCTHU B COIIMAIBHBIX CETSIX:

1. Orpanuub cOucok Jpy3eil. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJIEU.

2. 3amminail CBOI 4YacTHYIO >ku3Hb. He ykaswiBail maponu, tenedoHbl, ajgpeca, Aary
TBOETO POXKACHHUS W JPYrylo JHYHYI0 HHPOPMANHIO. 3JIOYMBIIIJICHHUKH MOTYT
WCIIONB30BaTh Jake WMH(POpMAIIMI0O O TOM, KaK Thl U TBOM POJUTENN IUIAHUPYETE
MPOBECTU KAHUKYJIBI.

3. 3ammuirai CBOI pemyTanuio — JACPKHU €€ B YHCTOTE M 3a/JaBaii ce0e BOMPOC: XOTEN OBl
ThI, YTOOBI JAPYrye MOJIb30BaTEIN BUACIH, 4YTO Thl 3arpyxaeib? llomymail, mpexie
YeM YTO-TO ONyOJIMKOBATh, HAMKCATh U 3arpy3UTh.

4. Ecnu Thl TOBOPHIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE peaibHOE UM
U IPYTYIO JTUYHYI0 HH(POPMAIIMH: UM, MECTO KHUTEIHCTBA, MECTO y4eObI U MpoYee.

5. M36eraii pazmenienust gororpaduii B MuTepuere, rae Tl n300paxkeH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OIPENEIIUTh TBOE MECTOIIOJIOKEHHUE.

6. [Ipu perucrpainuu B CONUAIBHON CETH HEOOXOAMMO HCIOIB30BATh CIOKHBIC MMAPOIIH,
cocrosiure u3 OykB U U(p U ¢ KOTMUIECTBOM 3HAKOB HE MEHee 8.

7. Jlns conuanabHOM CeTH, MOYTHI U JIPYTUX CAaWTOB HEOOXOIMMO HCIOJB30BaTh Pa3HbBIC
naponu. Tornaa eciu Te0si B3JIOMAIOT, TO 3I0YMBIIIUICHHUKHU TOIY4YaT JTOCTYIM TOJBKO K
OJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIE JeHbI'M — JTO OYEHb YAOOHBIM CMOcOoO MIaTexed, OJIHAKO
CYHIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOJYYUTHh 3TU AECHBIU. DJIEKTPOHHBIC IEHBIU
MOSBUJIUCh COBCEM HEAABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX TOCYJIApCTBAX A0 CHX IOP
HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (YHKITMOHUPYIOT U O HHMX YX€ MPOIMHCAHO B 3aKOHE, TJC UX
pa3ieNsioT Ha HECKOJIbKO BUJIOB — AHOHHMMHBIE U HE aHOHHMMHBIE. Pa3Huna B TOM, 4TO
AHOHMMHBIEC — 3TO T€, B KOTOPBIX Pa3peIIaeTcsi MPOBOIUTD Oreparuu 0e3 uaeHTuuKanum
MOJIH30BATENS], 4 B HEAHOHUMHBIX MJICHTU(DHUKAIMS TT0JTH30BATENS SBISETCS 00s13aTEIHHOM.

Taxke crmemyer  pa3nuyarh — JJIGKTPOHHBIE  (UAaTHBIE  JeHbIH  (PaBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) © DJJEKTPOHHBbIE HeuaTHbIe JeHbIH (HE paBHBI
rOCyJIapCTBEHHBIM BaJIOTaM).


https://

OcHOBHBIE COBETHI 10 0€30MacHOM paboTe C INMEKTPOHHBIMU ACHbIraMU:

1. IlpuBsixu Kk cueTy MOOWIBHBIN TeraedoH. DTO camblil yIOOHBIH U OBICTPBIM CIOCOO
BOCCTAaHOBUTH JOCTYN K cueTy. [IpuBs3aHHbIi TenedhoH TOMOXKET, eciid 3a0yellb CBOU
IJIATEKHBIN NIapOJIb WM 3alICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA.

2. Ucnonw3yit ogHopasoBblie napoiu. [locie nepexona Ha yCUIIEHHYIO aBTOpU3AIINIO TeOe
y’Ke He OyJleT yrpokaTh OMACHOCTh KPakl WIIM MepexBaTa MIaTeKHOTO mapoJis.

3. BeiGepu cnoxubiii mapoisib. IlpectymHukam OyaeT HE MPOCTO yrajaaTh CIOMKHBIN
napoJib. HajiexHple nmapoau — 3T0 mapoju, KOTOPBIE COAEpPX AT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIC M MPOMHUCHBIE OYKBbI, HU(PH U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, QyHTa, BOCKIMIATENbHBIN 3HaK. Hampumep, $tROng!.

4. He BBOAM CBOM JTUYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

DJIEKTPOHHASI MOYTA — 3TO TEXHOJOTUS W NPEAOCTABISIEMBIE €0 YCIYI'H IO
MEPECBUIKE M TMOJIYYEHHUIO AIIEKTPOHHBIX COOOIIEHHI, KOTOpBIE pPacCHpenesstoTcs B
KOMITbIOTEPHOU ceTU. OOBIYHO AJIEKTPOHHBIM MOYTOBBIA SIITUK BBITJISIUAT CJIEIYIOUIUM
oOpa3oM: MMsI_IOJIb30BaTEIA(@UMS_JToMeHa. Takke KpoMme IMepeaadd IMpOoCTOro TEKCTa,
MMeEeTCS BO3MOXKHOCTh TIepe/iaBaTh (haiiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM PabOTE C IEKTPOHHOM MOUYTOM:

1. Hano BbIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIIEC JOBEPSATh TEM, KOrO 3HACIlb U KTO
IIEPBbIA B PEUTHUHTE.

2. He yxaspiBaii B nM4YHOHM mouTe Ju4Hyto wHQOpManuio. Hanpumep, mydine BoIOpaTh
«My3bIKaNbHbINA _(haHaT(@» nmu «pok2013» BmMecTo «Temal3y.

3. Hcmonb3yit ABYXATAMHYIO0 aBTOPU3AIHIO. DTO KOT/Ia MOMUMO Mapojsl Hy’KHO BBOJUTH
KOJI, TpUchuIaeMbIil o SMS.

4. BpiOepu CioxHBIM mapoisib. I KakI0ro MOYTOBOrO SIIMKA JOHKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY MAPOJIb.

5. Eciim ecTh BO3MOXKHOCTH HamuicaTh CaMOMY CBOM JMYHBIM BOIPOC, HCIOJIB3YH OTY
BO3MOKHOCTb.

6. Ucnonp3yil HECKONBKO TMOYTOBBIX SIIUKOB. [IepBBId 11 YacCTHOW TEPENHCKU C
azpecaTaMiu, KOTOPBIM Thl IOBEPSCIb. JTO JIEKTPOHHBIN aipec HE HA/I0 UCTIOIb30BaTh
IpY perucTpanuu Ha popymax u canTax.

7. He orkpeiBaii (aitibl U Apyrue BIOKEHUS B MUCHhMAaxX, AK€ €CIIM OHU TPUIUIA OT
TBOUX Jipy3el. Jlydilie yTOuyHU y HUX, OTIPABIISIIN JIK OHU TeOe 3TU (Haitiibl.

8. Ilocne okoH4aHWs pabOTHI Ha IOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKJIAJIKU C CAUTOM
He 3a0yJ1b HAXKaTh Ha «BBIATHY.

KubepOyumMHr  wiauM  BUPTyalbHOE  M3/IEBATEILCTBO  —  IIpeciieloBaHue
COOOUICHUSIMH, COJEPKAIIUMU OCKOpPOJIEHUS, arpecCcHio, 3alyTrMBAaHME; XYJUTaHCTBO;
COLIMAJIbHOE OOMKOTHUPOBAHUE C TIOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KMOEPOYITMHTOM:

1. He Gpocaiics B 60ii. Jlyummii crnoco0: mocoBeToBaThCsl Kak ceOs BECTH U, €CIU HET
TOTO, K KOMY MOXHO OOpaTWUThCA, TO BHauaje YCIMOKOUTHCA. Eciu Thl HayHENIb
OTBEYaTh OCKOPOJIEHHWSMH Ha OCKOPOJCHHS, TO TOJBKO eIle OOJIbIe Pa30XkIKeITh
KOH(ITUKT.

2. YmpaBmusiii cBoel KuOeppermyTaluen.



3. AHOHMUMHOCTH B ceTH MHHMas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM.

4. He cTouT BeCcTH XyJIUTaHCKUN 00pa3 BUPTyaabHOU >ku3HU. HTEepHET UKCUpPYET Bce

TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJeT KpalHe 3aTpyTHUTEIBHO.

Coburonail cBOr0 BUPTYaJIbHYIO YECTh CMOJIOY.

6. Urnopupyit enuHuyHbiii HeratuB. OHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS JIy4Ile
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpanaeTcss Ha Ha4aJlbHON CTaJuH.

/. ban arpeccopa. B nmporpaMmmax oOMeHa MTHOBEHHBIMU COOOLICHUSIMH, B COLUATBHBIX
CeTSIX €CThb BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOIIEHUN C OMpeIeIeHHbIX
aJpecoB.

8. Ecniu Tel cBumerens kubepOymimHra. TBou AEWCTBHUA: BBICTYNUTh TMPOTHB
IpecieoBarens, I0Ka3aTb €My, 4YTO €ro JCHCTBUSA OLICHUBAIOTCS HETaTUBHO,
MOJJIepKaTh JKEPTBY, KOTOPOW HY)KHAa IICUXOJOTMYECKas IOMOIb, COOOIIMTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEACHUS B CETH.

CoBpemeHnHble cMapT(OHBI U IJIAHILETHl COAEpXkKaT B ceOe BIIOJIHE B3POCIIbIiA
(GYHKIIMOHAJ, U TENEeph OHU MOTYT KOHKYpPHUPOBAaTh CO CTAal[MOHAPHBIMU KOMIIBIOTEPAMH.
OpHako, CpeCTB 3aIIMUTHI JIJIS MOAOOHBIX YCTPONCTB MOKAa O4Y€Hb Mano. TecTupoBaHue U
IIOMCK YS3BUMOCTEH B HUX IPOMCXOJIUT HE TaK MHTEHCHBHO, Kak miA 11K, To xe camoe
Kacaercsi W MOOWJBbHBIX HpuioxeHuil. CoBpeMEHHblE MOOWIIBbHBIE Opay3epbl yikKe
MPAKTUYECKH JTOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO pacuiupeHue (GyHKIUOHAJA BIEUET
32 co00il OOJBUIYIO CJHOXKHOCTh W MEHBIIYIO 3allUIIEHHOCTb. Jlameko He Bce
MIPOU3BOAUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTUUYECKUE YSI3BUMOCTH IS
CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIjIs1 0€30I1aCHOCTH MOOUJILHOTO TelieoHa:

1. Huuyero He sBIseTCS MO-HACTOSIIEMY OecIIaTHBIM. byib OCTOpPOKEH, Bellb KOrjaa Tebe
npeasiaraloT OecIUIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IUIATHBIE
YCIIyTH.

2. Hywmaii, npexae yeM oTnpaBuTh SMS, dboto wiu Bugeo. Thl TOUHO 3HAEIIb, TJIE OHU

OyayT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOEro cMapT(hoHa.

Hcnonb3yit aHTUBUPYCHBIE TIPOrPaMMBI JJIsI MOOMIIBHBIX TEJIE()OHOB.

He 3arpy»xail npuaoXeHusi OT HEM3BECTHOIO MCTOYHMKA, BEb OHU MOTYT COJEpXKaTh

BPEIOHOCHOE NMPOTrpaMMHOE 0OeCIieueHueE.

6. Ilocrme Toro kak Thl BBIWJEIIb C CaliTa, IJI€ BBOIMII JIMYHYIO WH(GOpMAIWIO, 3aiN B

HacTpoiku Opay3epa u yaainu cookies.

[lepuonnuecku npoBepsii, KAKKUe MIIATHbIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEpE.

8. Hamaii cBoii HOMEp MOOWIBHOTO TenedoHa TOJMBKO JIOASM, KOTOPHIX ThI 3Haellb U
KOMY JIOBEpsiCUIb.

9. Bluetooth nmokeH OBITH BBIKIIIOYEH, KOT/Ia Thl UM HE ToJib3yelibcsi. He 3a0biBaii
WHOT/1a ITPOBEPATH 3TO.

CoBpeMeHHBIE OHJIAWH-UTPBI — 3TO KPAaCOYHbIE, 3aXBAaTBIBAIOIINE PA3BICUCHMUS,
OOBEIMHAIOIINE COTHU THICSIY YEJIOBEK M0 BceMy MHpy. Urpoku mcciaenyroT AaHHbI UM
MUp, OOLIAIOTCS OPYT C JPYrOM, BBINOJHSAIOT 3aJlaHUsl, CPaKalOTCsl C MOHCTpaMU H
MOJIy4aroT ONBIT. 32 YAOBOJIBCTBUE OHU ILJIATST: MOKYMAIOT IUCK, OIUIAYMBAIOT a0OHEMEHT
WM IPUOOPETAIOT KaKUE-TO OIIHUH.

o

ok w

~



Bce atu cpenctBa mAayT Ha NOAJEpKAHME W PA3BUTHE WIPHI, a TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE MATYU
(umdpoBbIe 3aMIaTKy 711 TPOrPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Wrpax CTOMT omacaTbCsi HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIMU OOJILITUHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok BeJeT ceOsl MI0X0 WM CO3/aeT Tebe HENPUSTHOCTH, 3a0JI0KUpYH

€ro B CIIMCKE UTPOKOB.

[Toxanyiics anIMHUHUCTpATOpaM WIPbl HA IUIOXOE€ IIOBEICHHE JTOTO HIPOKA,

KEJATeJIbHO NPHJIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB.

He yka3piBail muunyio uHpopMaluio B mpodaise urpol.

YBaxkal Apyrux y4aCTHHUKOB 110 UTPE.

He ycranaBnuBait Heo(unaibHbIE TATYN U MOJIBI.

Hcrnons3yil CII0KHBIE U Pa3HbIE apOJIH.

Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIKO4YaTh aHTuUBHpyc. [loka Tel urpaems, TBON

KOMITBIOTEP MOTYT 3apa3HTh.

OOBbIYHOM Kpaked JIeHer W JIOKYMEHTOB CErOAHs y>K€ HUKOI'O HE yJMBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3J0YMBIIIJICHHUKN IEPEMECTUINCh B HHTEPHET, U
MPOJOJIKAIOT 3aHUMAThCSI «JIFOOMMBIMY JIEJIOM.

Tak nosBMIach HOBas yrpo3a: HHTEPHET-MOLICHHUYECTBA WM (PUILNMHT, TJIABHAS
1eJb KOTOPOTO COCTOMT B TOJYYEHHHM KOH(PUACHIHUAIbHBIX JAHHBIX I0JIb30BATEIEH —
JoruHoB ¥ naposei. Ha anrmuiickoM si3pike phishing untaercs kak ¢pummnr (ot fishing —
pbIOHAs J0BJIs, password — maposn).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenqu 3a cBouMm akkayHTOM. Eciau Thl mojo3peBaellb, YTO TBOS AaHKETa OblLia
B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaKk MOYKHO CKopee.

2. Ucnonw3yit 6e30macHbie BeO-CalThl, B TOM YUCIIE, HHTEPHET-Mara3uHoB U TTOMCKOBBIX
CUCTEM.

3. Hcnonw3yit ciaoxxkHble W pasHble mapoiu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKHU MOJIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY IPO(QUIIIO B CETH, a HE
KO BCEM.

4. Ecnu 1e0s B3JIOMaJM, TO HEOOXOAUMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE

no0aBjeHbl Yy T€Os B APY3bSX, O TOM, YTO TeOs B3JIOMalIM M, BOBMOXKHO, OT TBOErO

MMEHHU OYyJIeT pacchlIaThCs CIlaM U CChUIKM Ha (PUIIMHTOBBIE CAMNTHI.

VYcranoBu HagexHbli naposib (PIN) Ha MOOMIBHBIN TenedoH.

OTkJTr0uM coXpaHeHue napoJs B Opaysepe.

/. He orkpeiBail (aitsibl U Apyrue BIOKEHHS B MUCbMAax, AK€ €CJIM OHHU MPULUIA OT
TBOMX Jipy3el. Jlydllle yTOYHU y HUX, OTIIPABIISUIIN JIU OHU TeOe 3TU (haJbl.

Ludposas penyrauusi — 3T0 HeraTUBHAs WU MO3UTHBHAsA MH(GOPMALIUS B CETH O
tebe. KomnpomeTupyroas nHpopMmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEPbE3HBIM
oOpa3oM OTpa3uThbcsl Ha TBOEW peasibHOM >ku3HU. «[{udpoBas pemyrarus» - 3TO TBOU
UMUK, KOTOPBIA (popmupyercs uz nHbopMamuu o Tebe B HHTEPHETE.
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TBOe MeECTO KXUTEIhCTBA, Y4eOBI, TBOE (PUHAHCOBOE IIOJOKEHUE, OCOOECHHOCTH
XapaKTepa U pacckasbl 0 OJIM3KUX — BCE ATO HAKAIUIMBAETCS B ceTU. MHOTHE MOJPOCTKU
JIETKOMBICIIEHHO OTHOCSITCS K MMyOJuKanuu JuyHoM uHbopmanuu B HWHTEepHeTe, He
NOHUMAas BO3MOJKHBIX MOCIENCTBUNA. Thl Jake HE CMOXKEIb J0rafiaTbCsi O TOM, 4YTO
dotorpadusi, pa3MmelleHHas 5 JeT Hazaj, cTaja NPUYMHOW OTKaza NpPUHATh TeOs Ha
paboty. KommenTtapuu, pazmeienue TBoux (ortorpaduil U Ipyrue ASUCTBUS MOTYT HE
UCYE3HYTh JaXKe IOCJIe TOro, Kak Thl UX YJalWIlb. Thl HE 3Haellb, KTO COXPAHWI 3Ty
nH(}OpMaIMio, Tomaa Jii OHa B MIOMCKOBBIE CHCTEMBI M COXPAaHMWJIACH JIM OHA, a TJIABHOE:
YTO MOAYMalOT O TeO€ OKpyX alIlIUe oAU, KOTOpPble HAWAYT U YBHUIST 3TO.
Hatitu napOpMAaIMi0O MHOTO JIET CITYCTSI CMOKET JIF000H — Kak M3 JOoOpBIX MOOYXICHUH,
TaK ¥ ¢ HAMEPEHUEM MIPUIUHHUTH BPEI. ITO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIEC COBETHI TI0 3aIIUTE U(PPOBOI peImyTaInu:

1. Tlomymaii, mpexkae 4eM 4YTO-TO MyOJWKOBAaTh W TepelaaBaTth y ceOs B Ojore wid B
COLMAIBHOM CETH.
2. B nHactpoiikax npodusisi yCTaHOBH OTpaHUUYEHHUS Ha MPOCMOTP TBOETO MPOGUIIS U €ro
COJIEP’KUMOT0, CAENAN €r0 TOJIBKO I IPYy3Ei».
3. He pasmemait u He yka3biBail HHPOPMAIIMIO, KOTOPAsi MOXKET KOTO-TH00 OCKOPOJISATH
WM OOMKATh.
ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJbHUKH — aKTUBHBIE MOJIb30BaTeNd IU(POBOTO MPOCTPAHCTRA.
OnHako AaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHME MHOTMMHU BO3MOXKHOCTSMH ITU(PPOBOTO
Mupa TpeOyeT cOONI0ACHHS IPAaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyalbHasE COOCTBEHHOCThY» OTHOCUTCS K Pa3UYHBIM TBOPECHUSIM
YEeJIOBEYECKOr0 yMa, HAauMHas C HOBBIX HM300peTEHHMN M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJAYKTHI M YCIYrd, M 3aKaHuMBas KHUTamu, (ortorpadusmu,
KHHO(DMIIBMaMH ¥ MY3BbIKaTbHBIMU TTPOW3BEICHUSMH.

ABTOpCKHE TIpaBa — OTO TIpaBa Ha WHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJICHUSI HAYKH, JUTEpaTyphl M MCKYCCTBAa. ABTOPCKHME TpaBa BBHICTYINAIOT B
KauecTBEe TapaHTHH TOTO, YTO HMHTEJUICKTYaJbHBINH/TBOPUYECKUN TPy aBTOpa HE Oyner
HaIpacHbIM, 1aCT €My CIIPaBEJIUBbIC BO3MOKHOCTU 3apaboTaTh Ha pe3yJibTaTax CBOETO
Tpy/a, MOJYyYUTh U3BECTHOCTh M Mpu3HaHue. Hukto 0e3 pasperieHus aBTopa HE MOXKET
BOCITPOM3BOANTH €r0 TMPOU3BEICHUE, PACHpPOCTPaHATh, MyOJUYHO JIEMOHCTPHUPOBATH,
npoJlaBaTh,  HUMIIOPTHUPOBATh, IMyCKaTb B  MPOKaT, NYyOJUYHO  HCIOJHSTH,
MOKa3bIBATh/UCIIOIHATH B dpupe win pazmemiats B laTepHere.

Hcnonb30BaHue «MUPATCKOTO» MPOTPAMMHOTO OOECTICUCHHUS! MOXKET MPUBECTH K
MHOTUM PHCKaM: OT MOTEpU AaHHBIX K TBOUM aKKayHTaMm 0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, IJie¢ YCTAHOBJICHA HejlerajibHasi nporpamma. He cTouT Takke 3a0bIBaTh, 4TO
CYIIECTBYIOT JieTajbHbIE U O€CIIaTHBIE MPOrPaMMBbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopraJe

CeTeBHYOK.p(p — TBOI IIaBHBI COBETUHMK B CETU. 3/1€Ch Thl MOXKEUIb Y3HATH O
0e30MacHOCTH B CETH TOHSTHBIM M JIOCTYIMHBIM $I3BIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKON CUTYaIlUU OOPATUTHCS 32 COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKypcax
Y CTaTh CaMbIM IU(PPOBBIM IPAKTAHUHOM!



